
BE AWARE

DEAR CUSTOMER,

WHAT TO DO WHAT NOT TO DO

In the wake of Corona Virus/COVID-19, Scammers are taking advantage of the situation to target people into 

disclosing their personal information. They are "offering" latest COVID-19 information, its prevention 

techniques or Special Deals to lure Account Holders to share their confidential information, which may enable 

access to their Accounts.

Please note that Bank AL Habib will NEVER: 

· Send any email/SMS that would require the customer to download a file from any link

· Call you to ask your personal information.

Be cautious of emails with the subject COVID-19 or 
Corona Virus which ask you to download an 
attachment or click on web links inside the email to 
access Corona Virus information.

Change your Internet Banking/Mobile Banking 
Application password regularly.

Change your Debit Card/ Mobile Banking (USSD) PIN 
regularly.

Do not share any personal information such as: 

Internet Banking/Mobile Banking Application Login 
User ID and password 

 OTP (One Time Password)

TPIN (Telephone Personal Identification Number)

Debit/Credit Card number, PIN and CVVKeep your mobile number and email address updated  
to ensure you receive timely alerts on your bank 
account activity. 

In case you receive any such emails, please do not respond. Instead, we would appreciate it if you report these
emails/SMS at  info@bankalhabib.com .

Yours sincerely,
Bank AL Habib Limited

Date of birth, CNIC number, Mother’s maiden name, 
Account details, etc. 
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